MyHununaibHO€ aBTOHOMHOE JIOLIKOJIBHOE 00pa30BaTelIbHOE YUPEKICHHE
«benoeBckuM I1eTCKUU caay
(MAOY «benoeBckuit 1eTCKUM ca»)

[TPUKA3

01.09.2025 r. Nel64/1

006 yrBepxkaenunu Ionoxenust 00 onpeaeseHun
yrpo3 0e30MmacHOCTH MEePCOHAIbHBIX JAHHBIX

B coorBerctBun ¢ ®3 or 27.07.2006 Nel52-®3 «O mnepcOHAIBHBIX
JaHHBIX», B paMKax peailu3aludd padoT MO 3allUTe TMEePCOHAIBHBIX JaHHBIX,
oOpabaTbiBaeMblX B HH(OPMAIMOHHBIX CHUCTEMax MEPCOHAJIbHBIX JAHHBIX, BO
ucriogHeHue 1nocra”HosieHus IlpaBurenscrBa Poccuiickon @enepauuu  OT
01.11.2012 Nell119 «O6 yTBepxkaeHHH TpeOOBaHMI K 3allIUTE MEPCOHAIBHBIX
JaHHBIX TNpU HX 00paboTke B WH(GOPMAIMOHHBIX CHCTEMax IEepPCOHATbHBIX
JAHHBIX», B COOTBETCTBHM TMocTaHoBieHueM IIpaBurensctBa Poccuiickoi
®enepanuu ot 16 mapra 2009 r. Ne228 O depepanbHoil cinykOe Mo HaA30py B
cdepe cBsA3U, THPOPMALIMOHHBIX TEXHOJIOTUH U MAaCCOBBIX KOMMYHUKAIIUIA »,

ITPMKA3BIBAIO:

1. VtBepnute [lonoxenue o0 ompeneseHUH yrpo3 0€30MaCHOCTH
NEPCOHAIBHBIX JTAHHBIX, AKTyaJIbHBIX MPU 00pabOTKe MEpPCOHATBHBIX JAHHBIX B
MH(OPMAIIMOHHBIX CUCTEMaX MepcoHaIbHBIX HaHHbIX ([Ipunoxenue 1).

2. KoHTpOIb NCTIOTHEHUS MTPHKa3a OCTaBJISIIO 32 COOOM.

3aBenyromuit MAJIOY «benoeBCckuil A€TCKUi cam E.M. MomeBa



[Ipunoxenue

YTBEPXEHbI
IIpukazom
3aBeaytomiero MAJIOY

«benoeBckul NETCKUM camg
or 01.09.2025 r. Ne164/1

HOJIOKEHHE
00 onpeeseHUH YIpo3 0€30MaCHOCTH NMEePCOHATBHBIX IaHHBIX,
AKTYyaJIbHBIX NPU 00padoTKe NMEePCOHANBHBIX JAHHBIX B HH(POPMAIMOHHBIX
CHCTEMAaX MEePCOHAIbHBIX JAHHBIX

1. O0mme nmos10xeHMs.

1.1. Yrpo3bl 0e30MacHOCTH TEPCOHATBHBIX JAaHHBIX, AaKTYaJIbHBIX MPHU
00paboTke TMEepPCOHATbHBIX MTAHHBIX B HH(POPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX
nanHbIX B JIOY (nanee - AkryansHbie yrpo3sl 6e3onacnoctd UCII/H), onpeneneHsl B
COOTBETCTBUHU C 4acThio 5 cratbu 19 denepanbroro 3akona ot 27.07.2006 N 152-
®3 "O mnepcoHalbHBIX JaHHBIX", MocTaHoBJeHUHeM IIpaButenncrBa Poccutickoit
@eneparuun ot 01.11.2012 N 1119 "OO6 yTBepkaeHUU TpPeOOBAHWN K 3allUTe
NEPCOHANBHBIX JAHHBIX TpU HUX 00paboTke B HWH(GOPMAIMOHHBIX CHCTEMaXx
NEPCOHANbHBIX JaHHBIX", MpuKazoM DenepanbHOl CiIy)KObl M0 TEXHUYECKOMY U
skcrioptHoMy KoHTponto (manee — PCTOK Poccun) ot 11.02.2013 N 17 "OO6
yTBepxkJaeHuu TpeOoBaHuid 0 3amure MHPOPMALMK, HE  COCTaBIAIOIIEH
rOCYJJApCTBEHHYIO TailHy, COJAEp)Kalllelics B TOCYAAapCTBEHHBIX HMH()OPMAIMOHHBIX
cucreMax", mpukazom ®CTIK Poccun ot 18.02.2013 N 21 "OO6 yTBepxaeHUU
COCTaBa U COJAEpkKAHUS OPraHU3aLMOHHBIX M TEXHUYECKUX MEpP IO 00ECIEeUEHUIO
0€30MaCHOCTU TEPCOHANBHBIX JaHHBIX NpU MX 00paboTke B MH(OPMALIMOHHBIX
CUCTEMaX MEePCOHAIbHBIX NaHHBIX", MpUKa3omM DenepanbHON ClIyKObl 0€30I1aCHOCTH
Poccuiickoit ®enepanuu  (manee - ®Cb Poccum) ot 10.07.2014 N 378 "OO6
yrBepxkaeHuu CocTaBa U COJIEPKAHMSI OPTaHM3ALMOHHBIX U TEXHUYECKHUX MEp IO
o0OecrieyeHn0 O€30MacCHOCTU MEpPCOHAJIbHBIX JAHHBIX MpU HX 0O0paboTke B
MH(OPMAIIMOHHBIX CHCTEMAaX IEPCOHANBHBIX JAHHBIX C HCIOJIB30BAaHUEM CPE/ICTB
Kpunrorpadpuyeckoil 3amuThl MH(OpPMauu, HEOOXOAUMBIX JJI BBIOJHEHUS
yctaHoBieHHBIX [IpaButenbctBom Poccuiickoit @enepanuu TpeOOBaHUN K 3alUTe
MEPCOHANIBHBIX JAHHBIX IJIs KaKJAOTO M3 YPOBHEH 3amuileHHoCcTH', MeToaukou
OTNpeJeNIeHNs AaKTyaJbHBIX YIrpo3 O€30MacHOCTH NEPCOHAIbHBIX JAHHBIX MPU HUX
0o0paboTke B MH(OPMALMOHHBIX CHUCTEMAaX MEPCOHANbHBIX JAHHBIX, YTBEPKIACHHOU
3amectuteneM gupektopa DOCTOK  Poccum  14.02.2008, MeTtoan4yecKkummn
PEeKOMeHJAIMAMM [0 pa3pad0TKe HOPMATHBHBIX MPABOBBIX AKTOB, ONMPEICIISIIOIINX
yrpo3bl 0€30IacCHOCTH TNEPCOHANbHBIX JIaHHBIX, AaKTyaJlbHBIX NpU 00paboTKe
MEPCOHAJBHBIX JIaHHBIX B HMH()OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JIaHHBIX,
IKCITyaTUPYEMbIX TPU OCYIIECTBIEHUU COOTBETCTBYIOLIHUX BHJIOB JAESITEIbHOCTH,
yTBEepKAEHHBIMU pyKoBoACTBOM &-ro Ilentpa ®CBb Poccum ot 31.03.2015 N
149/7/2/6-432, Ba3oBoii MoeJIbI0 YIPO3 OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX MPH
ux o00paboTke B HMH(POPMALMOHHBIX CHCTEMaX IEPCOHAIBHBIX  JaHHBIX,
yTBep)kaeHHON 3amectuteneM aupektopa GCTIK Poccum 15.02.2008, u bankom



JaHHBIX yrpo3 0e30MacHOCTH WH(GOPMAINH, Pa3MEIICHHBIM Ha O(QUIIHATBHOM cailTe
®CTIK Poccuu (http://bdu.fstec.ru).

1.2. AxrtyanbHble yrpossl OeszonmacHoctd WCIIIH coxepkar mepedeHb
aKTyaJIbHBIX YIpo3 O€30MacHOCTH MEePCOHAIBHBIX JAaHHBIX TMPH HX 00paboTKe B
MH(OPMAIIMOHHBIX CHUCTEMaX MepCcoOHaNbHBIX AaHHbIX (Hanee - UCIIn) AOY.

1.3. AktyansHbie yrpo3sl 0e3onacHoctu MCIIIH moanexaT aganTamuu B X0e
pa3paboTKU OpTaHaMH BJIACTHU YACTHBIX MOJENIel yrpo3 0e30MacHOCTH MePCOHATBHBIX
TaHHBIX 1715 KaK10i nHpopmMarmonHo cuctemsl (nanee - UC).

1.4. IIpu pa3paboTke YaCTHBIX MOJENel yrpo3 Oe30MacHOCTH TMEePCOHATBHBIX
JAHHBIX TPOBOJUTCS aHAIU3 CTPYKTYpHO-(YHKIIMOHAIBHBIX XapakTepuctuk UC,
IKCIUTyaTupyemMor mpu ocymiectBieHun JIOY QyHKIMNA W TOJTHOMOYMH, a TakKe
MPUMEHSIEMBIX B HEH WHQPOPMAIMOHHBIX TEXHOJOTUM H OCOOCHHOCTEU ee
(GYHKIIMOHMPOBAaHUSA, B TOM 4YHCIE C UCIOIb30BaHMEM baHka HJaHHBIX YIrpo3
6e30MmacHOCTH UHGOPMAIIHUH.

1.5. B wyactHOW wMojaenu yrpo3 O€30MacCHOCTU MNEPCOHAIBHBIX JAHHBIX
YKa3bIBaIOTCS:

onucanue UCII/H u ee cTpyKTypHO-(DYHKIIMOHATBHBIX XapaKTEPUCTHK;

omycaHue yrpo3 0O€30MacHOCTH MEPCOHANBHBIX JAHHBIX C  YYETOM
COBOKYITHOCTH IPEANOJI0KEHUN 0 crioco0ax, MOArOTOBKE U MPOBEJICHUM aTaK;

OomMHMCcaHue BO3MOXKHBIX ys3BuMocTet HMC, cmocoboB peanuzanuu yrpos
OesomacHocTH  MH(pOpPMALMM ¥ TOCIHEACTBUM  HapylleHUHd  0e30macHOCTU
uH(dOpMaLIUH.

1.6. O6bekramu wuHopmaruzauuu B JJOY Beictymator UC, umeroniue
CXOJHYIO CTPYKTYPY U OJHOTOYEHHOE MOAKIIOYEHUE K CETSIM OOLIErO MOJIb30BaHUS U
(wnu) uHbOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON cetu "WHtepHer" (nmanee — ceThb
"UntepHet") dYepe3 BBIIEICHHYIO HHOPACTPYKTYPY - MEXKBEIOMCTBEHHYIO CETh
nepeayu 1aHHBIX.

1.7.  ba3sl  nmaHHBIX HMHpOpPMALUU, C  HCIOIB30BAHUEM  KOTOPBIX
OCYUIECTBIISIFOTCSL COOp, 3alIUCh, CUCTEMATU3A1INS, HAKOILJICHUE, XpaHEHUE, YTOUHEHHE
(oOHOBIIEHKE, N3MEHEHHE) TEPCOHATIBHBIX JaHHBIX Tpaxaad Poccuiickoit denepanuu,
HaxoAsaTcsa Ha TeppuTopun Poccuiickoit @enepannu.

1.8. BBon mnepconanbHbix aaHHbix B MC wu BeiBog ganHbix un3 HC
OCYUIECTBIISIIOTCS. C HCIOJIb30BAHMEM OYMaXHbIX U 3JEKTPOHHBIX HOCHUTENEH
uHpopmanu. B KkayecTBe 3JEKTPOHHBIX HOCUTENIEW HHPOPMALUU HCHOJIb3YIOTCS
yUTE€HHBIE ChEeMHbIE HOCUTENN UH(popMauuu 1 ontuyeckue nucku. Joctyn k UCITAH
orpaHuyeH nepeyeM cotpyaHukoB 1OV, seisromuxcs BnagensueM MC.

1.9. llepemaua mnepcoHaNbHBIX JaHHBIX B JPYIME OpraHu3alud U B
TEpPPUTOPUAJIbHBIE OpPTaHbl (eJepabHBIX OPraHOB UCIIOJIHUTENBHOM BIACTH MO CETAM
oOuiero noib3oBaHus U (uiau) cetu "MHTepHET" OCYIIECTBISETCS C UCIONIb30BaHUEM
cepTU(PUIMPOBAHHBIX MHUPPOBAIBHBIX (KPUOTOrpaPUUECKUX) CPEACTB 3aALUTHI
uHpopmanuu (nanee - CK31).

1.10. Kourponupyemoii 3oHoii MC sBASOTCA aIMUHUCTPATHUBHBIC 3JaHUS
Koulepka. B mpenmenax KOHTPOJNHMpPYeMO#l 30HBI HaxoJsaTcsi pabouue Mecta
MOJIb30BaTeNel, CepBephbl, CETeBOE M TEIEeKOMMYHUKalMOHHOE oOopynoBanue HC.
Bre



KOHTPOJIMPYEMOM 30HBI HaXOoJATCs JUHUN nepeaadn JTAHHBIX "
TEJIEKOMMYHHUKAIITMOHHOE 000pYyI0BaHUE, HCIOIb3yeMOe [UIisi HH(POPMAIMOHHOTO
oOMeHa 1o ceTsiM o01ero mojas30Banus u (nian) cetu "MaTepHeT".

1.11. B 3ganue IOV

JIOTHKEH OBITh OPTAaHU30BaH MPOMYCKHOW PEKUM;

JOTHKHO OBITh UCKITIOYEHO HEKOHTPOIHPYyEMOe MpeObIBaHHE MTOCTOPOHHUX JIUIT
U HEKOHTPOJIUPYEMOE MepeMelieHre (BBIHOC 3a MpeAebl 3/aHHs) KOMIbIOTEPOB U
OpPITEXHUKH;

MOMEIIEHUS CO CPEACTBAMH BBIUMCIUTEIBHOM TEXHUKUA [IOJDKHBI OBITh
00OpYZI0BaHbI 3aMUPAIOIIUMUCS JBEPSMU U OTICUATHIBAIOIUMHU yCTPOUCTBAMU;

JIOTIOTHUTEIILHO MOKET OBITh OPTaHW30BaHO BUACOHAONIIOJCHHE B KOPHIOPAX,
BECTUOIOMSAX U XOJUIaX.

1.12. 3amura nepcoHanbHbIX AaHHBIX B MC meTckoro caga u ceTsx oOIIero
MOJIb30BAaHMS, TMOJKIIOYaeMbix kK cetu "MHTepHer", obecmeunmBaeTCsl CpeaCcTBaMU
3ammuThl nHGopManuu (nanee - C3U):

C31 oT HeCaHKIIMOHHMPOBAaHHOTO HocCTyma, ceptudunmpoBanHbiMu DPCTIK
Poccun, He Hmwxke 4 ypoOBHS KOHTPOJS OTCYTCTBHS HEIEKJIapUPOBAHHBIX
BO3MOXHOCTEN
(nanee - HIAB);

CpeAcTBaMU aHTUBUPYCHOM 3amuThl, cepTudunrpoBanHsiMu @CTIK Poccuu,
HE HIKe 4 Knacca;

MeXceTeBbIMH dKpaHamu, ceptuduimpoBanubiMu @CTIK Poccun, He Hike 3
KJ1acca;

CK3H,  ¢dopmupyromumu  BUpTyadbHble  yacTHbie  cetd  (VPN),
ceptudunupoBanubiMu OCh Poccun no kinaccy KC 1 u Baiie;

cucTeMaMu OOHapyKEHUsl BTOPKEHUsI HE HUXKeE 4 Kiacca;

CPEIICTBOM TOCYJapCTBEHHONM CHCTEMbl OOHApYXEHHUS, MPEAYNPEeKICHUS U
JUKBUJALMN TOCIEACTBUI KOMIIBIOTEPHBIX aTaK Ha WH()OPMAIMOHHBIE PECYPCHI
Poccuiickon @enepaunu.

2. XapakrepucTMkd  0e30macHOCTH  HMHGPOPMAIHMOHHBIX  CHCTEM
NEePCOHAJIbHBIX JAHHBIX.

2.1. OcCHOBHBIMU CBOMCTBaMHU 0€3011aCHOCTU UH(POPMALIUU SBISIOTCA:

KOH(QUIEHIHAJBHOCTb - 0053aTebHOE AJI1 COOJIONEHUS ONEepPaTopoM WM
WHBIM TMOJIYYMBIIMM JIOCTYIl K TNEPCOHAIbHBIM JaHHBIM JIMIIOM TpeOoBaHUE HE
JIOMYCKaTh UX paclpocTpaHeHus: 0e3 corjacus cyObeKTa MepCOHANbHBIX JAHHBIX WU
HaJIM4YMUsl NHOTO 3aKOHHOI'O OCHOBaHMS;

LHEJOCTHOCTh - COCTOSIHUE 3alUMIIEHHOCTH HH(POpPMAIUU, XapaKTepU3yeMoe
cnocobHocThio C obecnieunBaTh COXPAaHHOCTh MU HEM3MEHHOCTh MH(OpPMALUU MPU
MOMBITKAX HECAaHKIIMOHWPOBAHHBIX BO3JICHCTBUI HAa Hee B Ipolecce 00padoTKu WiH
XpaHEHUs,

AOCTYNMHOCTb - COCTOSIHWE MH(OpPMALUU, MPU KOTOPOM CYOBEKThbI, UMEIOIINE
npaBa JIOCTYIa, MOTYT PEajn30BaTh UX OECIPENATCTBEHHO.

2.2. Tlox aKkTyaldbHBIMH YIrpo3amMu O€30MacHOCTH MEPCOHAIBHBIX JaHHBIX
MOHUMAETCS] COBOKYITHOCTh YCJIOBHM M  (PAaKTOPOB, CO3JAOMIMX aKTyaJIbHYIO
OMAacCHOCTb



HECAaHKIMOHUPOBAHHOIO, B TOM 4YHUCJE CJIy4alHOro, JOCTyna K IepCOHAJIbHBIM
JAHHBIM

npu ux obpabotke B MC, pe3yapTaToM KOTOPOrO MOTYT CTaTh YHUYTOXEHHE,
W3MEHEHHE, ONOKHpPOBaHUE, KOIMMWPOBAHUE, TMPEAOCTABIECHUE, PACIPOCTpaHEHHUE
MEPCOHANBHBIX JAHHBIX, & TAK)KE MHbIE HEMPABOMEPHBIE IEUCTBUS. __

2.3. B 3aBucuMOCTH OT cocTaBa 0OpabaThIBaeMbIX MEPCOHAIBHBIX TAaHHBIX U
TUTIA aKTYaJIbHBIX yTrpo3 HEOOXOIWMBIM YpOBEHb 3aIUIICHHOCTH MEPCOHATBHBIX
naHHbIX i kaxaou MCII/IH onpenensieTcs MHAUBUAYAIBHO.

2.4. Jlna UCIIH opraHoB BIacTH akKTyaJdbHBl YIPO3bl OE30MaCHOCTH
MEPCOHAIBHBIX JAHHBIX TPETHETO THIMA, HE CBA3aHHble C Hamnunem HJIB B
CUCTEeMHOM M TMPUKIATHOM TporpaMMHOM obecriedeHuu (mamee - 110),
ucnonszyemom B MC.

3. IlpumeHenne cpeacTB Kpunrorpaduyeckoi 3ammrbl MHpopmanuu B
HHGOPMAIMOHHBIX CHCTEMAX MEPCOHAJTbHBIX JAHHBIX.

3.1. AkxrtyanbHocTh mnpumeHenus B WCII[ln opranoB Biactu CK3U
onpenensiercs He0OXOAMMOCThIO 3aIUTHI MEPCOHATIBHBIX JAHHBIX, B TOM YHCIIE TPH
WHPOPMAIIMOHHOM OOMEHE IO CEeTSAM CBS3M OOINero MOJIb30BaHUS M (WIIM) CeTH
"Untepuet".

3.2. CK3U npenna3HaueHbl Jjis 3alUThl MH(QOpMaInMU OT JAEUCTBUH CO
CTOPOHBI JIUII, HE UMEIOLIUX MPaBO JAOCTYyIA K 3TOH HH(pOpMaLIHH.

3.3. IlpuHATBIMM OpraHu3allMOHHO-TEXHUYECKUMHU Mepamu B JIOY nomxHa
OBITh MCKJIIOUEHA BO3MOXKHOCTh HECAHKLMOHUPOBAHHOI'O JOCTYIA MOTEHIMAIBHOIO
HapyuuTens K kioyeBor nanpopmaruun CK3U.

34. IIpu oxcrnyataimu CK3W  gomksbl  cobOmronatbest  TpeOOBaHUS
JKCIUTyaTallMOHHO-TeXHUYeckoh  nokymeHTaiuu Ha CK3WM  wu  TpeboBanus
JNEUCTBYIOIIMX HOPMATHUBHBIX IPAaBOBBIX AaKTOB B O0JIacTH pealu3aluu U
skcruryatanuu CK3U.

3.5. Insa oOecneueHuss 0€30HaCHOCTH MEPCOHANBHBIX JAHHBIX MPU HX
obopabotke B MCIT[In ucnons3ytorcss CK3U, nporeamirie B ycTaHOBJICHHOM MOPSIIKE
OpoLEAYPY OLEHKHU COOTBETCTBHUS.

3.6. O6bekramu 3amuThl B UCIIJIH sBastoTCS:

NIEPCOHAJIbHBIE TAHHBIC;

CpelcTBa KpUntorpaduyeckoi 3auThl HHpOpMauy;

cpena ¢pynkunonuposanus CK3U (nanee - CO);

uHpOpMalMsl, OTHOCAIIASACA K KPUNTOTpauuecKod 3aluTe MEepCOHAIbHBIX
JaHHBIX, BKJIOUYas KIIOYEBYIO, MapOJIbHYI0O M ayTEHTHUQUIHUPYIOUYIO0 HH(OpMAIIIO
CK3H;

JNOKYMEHTBI, JIeNa, KYpPHAJIbI, KAPTOTEKH, U3/IaHUsI, TEXHUUECKUE TOKYMEHTHI,
paboune marepuanbl W T. M., B KOTOPBIX OTpakeHa 3amuinaemas uHbopmaius,
otHocsitasicss K UCIIJIH u ux kpuntorpaguueckoi 3amure, BKIOYas T0KyMEHTAINIO
Ha CK3M w Ha TeXHHYEeCKME M MPOrpaMMHBIE KOMIIOHEHTBI  CpPEJbl
¢ynxuuonupoBanus CK3U;

HOCHUTENHW 3anuinaemMord uHpopmanuu, ucnonbdyembie B MC B mporecce
pUNTOrpauUecKo 3alIUThl MEPCOHANBHBIX JAHHBIX, HOCUTENH KIIOUYEBOMH,
napojbHOi u ayreHTHpuIUpYyromei nadopmaruu CK3U u nopsaiok goctyna K HUM;



WCIIOIb3yeMbIe MH(POPMAIIMOHHON CHCTEMOW KaHaJbl (JTMHUHW) CBS3H, BKIIFOYAsS

KaOCJIbHBIC CHCTEMBI;

MOMENIEHUsI, B KOTOpbIX HaxomsaTca pecypcel MC, mMeromue OTHOIICHHE K

KpUNTOTpadUIeCKON 3aIIUTE IEPCOHATBHBIX JaHHBIX.
3.7. Peamuzamus  yrpo3  0€30MacHOCTH  MEPCOHAJBHBIX

JIAHHBIX,

obOpabateiBaembix B MCIIJIH, ompenensercs BO3MOXKHOCTIMH HCTOYHHMKOB aTtak. Ha
OCHOBAaHUHU MCXOJHBIX JaHHBIX 00 00BEKTaxX 3alIUThl 1 UCTOUYHUKAX aTak B Tadmmie 1

st JIOY onpeneneHsr 00001IEeHHBIE BO3MOKHOCTH UCTOYHUKOB aTaK.

Tabauna 1
O060011IeHHBIE BO3MOXXHOCTH UCTOYHHKOB aTaK Ha/Her
1. BO3MOXHOCTh CaMOCTOSITENILHO OCYHIECTBIIATH CO3/JaHHE CIIOCOOOB aTak, Ha
MOATOTOBKY U MPOBEJACHHUE aTaK TOJBKO 32 MpeJieslaMi KOHTPOJIUPYEMOI 30HbI
2. BO3MOXHOCTb CaMOCTOSITENIBHO OCYILECTBIISITh CO3/ITaHUE CIIOCOOOB aTak, Ha
MOATOTOBKY U MPOBEACHUE aTakK B MpeJiesiaX KOHTPOJIUPYEMOM 30HbI, HO 0e3
(u3nUYecKoTo I0CTyNa K anmnapaTHeIM cpeacTBaM (nanee - AC), Ha KOTOPBIX
peasinzoBanbl CK3U u cpena ux pyHKIMOHUPOBAHUS
3. Bo3MOXXHOCTh CaMOCTOSITEIFHO OCYIIECTBIIATH CO3/IaHUE CTIOCOO0B aTak, Her

MOATOTOBKY U MPOBEACHUE aTaK B Mpe/esiax KOHTPOJIUPYEMOM 30HbI ¢ (PU3NUECKUM
noctynoM Kk AC, Ha koTopbIx peanuzoBanbl CK3U u cpena ux GyHkimonnpoBanus

4. Bo3MOXXHOCTb IMPUBJICKATh CICOHUAJINCTOB, UMCIOIINUX OIIBIT p33pa6OTKI/I 1 aHaJIn3a
CK3MU (Bxirouasi CrieuaiucToOB B 00JIaCTH aHAN3a CUTHAJIOB

JIMHEWHOHI nepeaaym u CUrHajioB 000YHOTO OJICKTPOMArduTHOTO U3JTYUCHUA U
HaBoiok CK3N)

Her

5. BO3MOXXHOCTh MPUBJIEKAThH CHCIIHATMCTOB, UMEIOIINX OTBIT pa3padOTKH U aHAJIA3a
CK3MU (Bxirouasi CrienuagIucToB B 00J1aCTH UCTIOJIB30BAHUS TSI

pealn3alyy aTak HeJJOKYMCHTHPOBAHHBIX BO3MOKHOCTEH MPUKIIATHOTO
MIPOTPAMMHOTO 00ECTICUCHHUS )

Her

6. Bo3aMOXHOCTB IpUBIIEKATh CHEIHMATMCTOB, UMEIOIINX OMBIT Pa3pabOTKH U aHAIH3a
CK3MU (Bxirouasi CrieuagucToB B 00J1aCTH UCTIOJIB30BAHUS IS

pealin3aluy aTak HeJJOKYMEHTHPOBAHHBIX BO3MOKHOCTEH anmnapaTHoro u
MIPOTPaMMHOTO KOMITOHEHTOB cpeibl pyHKInoHupoBanuss CK31)

Her

3.8. B cooTtBeTrcTBUM ¢ 000OIEHHBIMU BO3MOXKHOCTSIMH HCTOYHHKOB aTak (TadJuma
1) ompeneneHbl JBE aKTyaJlbHbICE YTOYHEHHBIC BO3MOXKHOCTH HapyIIUTENEH U
HaIpaBJICHUs aTak (COOTBETCTBYIOIIME akTyalbHbIe yrpo3bl At C) (Tabnuua 2).

Tabsmna 2
YTO4YHEHHBIE AKTyanbHOCTb O6ocHOBaHUE OTCYTCTBUS
BO3MOKHOCTH UCIIOJIb30BaHUS
HapyluTenen u (mpuMeHeHus)
HanpaBJIeHUs aTaKk JUIs
(cooTBeTCTBYIOIINE HOCTPOEHHUS
aKTyaJbHbIE YTPO3bI) U peayin3aluu
aTak
1. IIpoBenenue araku Heaxtyansno | IIpoBoasTcs paboThl o moa0opy nepcoHania;
NP HAXOXKJICHUU B NPEJCTaBUTENIN TEXHUUYECKHUX, 00CTYKMBAIOIIUX
npenenax U JIpYTHUX BCIIOMOTaTeIbHBIX CIYX0 mpu padoTte
KOHTPOJIUPYEMOH 30HBI B MIOMEIIIEHUsX (CTOIKaX), I/ie PaCHOIOKEHbI
CK3MU, u cotpyaHuky, He sBISIOINECS




noyib3oBaTelamu CK3U, HaxomdaTcs B 3THX
MOMEIIECHUSAX TOJIBKO B IPUCYTCTBUU
COTPY/ZHHKOB I10 SKCILTyaTalluH;

COTPY/AHMKH, SIBJISIOIIUECS MOJIb30BATEISIMU
HCII/IH, HO HE SABISAIONINECS MOJb30BATEIIMHI
CK3U, nponH(pOopMUPOBAHEI O TIPaBHIIaX PaOOTHI
B VCII/IH ¥ OTBETCTBEHHOCTH 3a
HECOOJTI0ICHHE TTPaBWIT 00ECTICUCHHUS
Oe3omacHOCTH HH(pOPMALIHH;

noss3oBarenn CK3U npoundopmupoBanb

o npasuiax pabotel B UCII/IH, npaBuiiax
pabotsl ¢ CK3U u oTBETCTBEHHOCTH 3a
HEeCOOJII0/ICHNE TTPABHII 00eCTIeUeHUS
0e30macHOCTH HH(GOPMAITUH; TTOMEIIICHHS, B
KOTOPBIX pacnonararotcs CK3U,

OCHAIIEHBI BXOIHBIMU JIBEPEMU C HAJC)KHBIMU
3aMKaMH, 00ECTIEYEHO MOCTOSHHOE 3aKPhITHE
JBEepel TOMENICHUI Ha 3aMOK, U UX OTKPBITHE
OCYIIECTBIISETCS TOIBKO IS
CaHKIIMOHUPOBAHHOTO MTPOX0/1a;

YTBEP>KJICHBI TIpaBuJjIa JOCTYIIA B

noMetenus, rae pacnonaratorcs CK3U, B
pabouee 1 Hepabouee BpeMs, a TaKKe
BHEUITATHBIX CUTYaIUsX; YTBEPKICH
nepeyeHb JIML, UMEIOIINX MPaBo AOCTyNa B
noMeinienus, rae pacnonaratrcs CK3U;
OCYILIECTBIISIETCS pa3rpaHUueHuEe U KOHTPOJIb
JOCTYTIA MOJIb30BaTeNel K 3alUIIaeMbIM
pecypcam; OCYIECTBISIETCS pErUCTPaIys U y4eT
JeicTBuid noab3oBareneit ¢ I1/H;
OCYILIECTBIISICTCS] KOHTPOJIb LIEI0CTHOCTH
cpencTB 3amuThl; Ha APM u cepBepax, Ha
KoTOopbIX yctaHoBieHbl CK3U, ucnons3yrorcs
ceprudunupoBanubie C3U ot
HECaHKIIMOHUPOBAHHOIO JIOCTYyIa (ajee -
HCJI); ucionp3yrotcst cepTUPHUIIIPOBAHHBIE
CpEICTBA aHTUBUPYCHOMN 3aIIUTHI

2. IIpoBenenue aTak Ha
JTarne KCITyaTaluu
CK3MU na cnenyromue
OOBEKTHI:
nokymeHTauto Ha CK3U
1 KOMNOHEHThI CP;
MOMEUIEHUs, B

KOTOPBIX HAXOJUTCS
COBOKYITHOCTb
MPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB
cucteM 00paboTKU
JTAHHBIX, CITOCOOHBIX
(YHKIIMOHUPOBATH

HeakryansHo

[TpoBoasTCst paboTHI 1O TOAOOPY

nepcoHaina; fokymentanus Ha CK3U xpanutes y
otBercTBeHHOTO 3a CK3U B

METaTUYEeCKOM ceiide; MoMeIeHus], B KOTOPbIX
pacnionararorcsa jokymenTanus Ha CK3U,
CK3MH u xommoneHnTsl CD, ocHaIIEHBI
BXOJIHBIMH JIBEPBMHU C HAJIC)KHBIMU 3aMKaAMH,
00ecreYeHo OCTOSTHHOE 3aKPhITHE IBEpeit
MOMENIEHUH Ha 3aMOK, U UX OTKPBITHE
OCYUIIECTBIISETCS TOIBKO JJIs
CaHKIIMOHMPOBAHHOT'O MTPOX0/A; YTBEPKIECH
NepeyveHb JIll, UMEIOIINX MPaBo JA0CTYIA B
IMOMEIICHUS




CaMOCTOSTCILHO HIIH B
COCTaBe CPEJICTB
BBEIYHMCITUTEIHLHOM
texHuku (nainee - CBT) u
Co

3. [losyuenue B pamkax
IIPEIOCTABJICHHBIX
MMOJIHOMOYHH, a TAKXKE B
pe3ynbTaTe HaOIIOACHHHA
creayrouen
nH(OPMALIUN: CBEICHHIMA
0 (pu3mUecKux Mepax
3alUTEI OOBEKTOB, B
KOTOPBIX Pa3MeIEHbI
pecypcsl
nH(}OpPMaMOHHON
CUCTEMBI;

CBEJICHUI O MEPAX IO
o0ecneveHuno
KOHTPOJIUPYEMOM 30HBI
00BEKTOB, B KOTOPBIX
pa3MeleHbl pecypehbl
nH(}OPMaLIMOHHON
CUCTEMBI;

CBEJICHUH 0 Mepax Mo
pasrpaHUyYeHHIO JOCTyMa B
MOMEILIEHUS, B KOTOPBIX
Haxonarcsa CBT, Ha
KOTOPBIX PeaTn30BaHbI
CK3U u CO

AxTyallbHO

4. Vcnonp3oBanue
LITaTHBIX CPEJICTB
UCIIH, orpaHuyeHHOE
MepamH,
pealn30BaHHBIMU B
HH(pOpPMAITMOHHOM
CUCTEeMeE, B KOTOPOil
ucnoisdyercsa CK3U, u
HaIpaBJICHHBIMH Ha
MpeI0TBpallleHUE U
npeceueHue
HECaHKI[MOHUPOBAHHBIX
JNEHUCTBUM

AKTyaJibHO

5. Ou3nYeCcKuil JOCTYIl K
CBT, Ha xoTOpBIX
peanuzoBanbl CK3U1 u CO

HeaxryansHo

[IpoBoasaTcs paboTh! MO MOAOOPY NEpcoHaa;
NIOMEILEHUs, B KOTOPbIX pacnonaratorcs CBT, Ha
koTopseIx pacnosaratorcst CK3U u CO,
OCHAILIEHBI BXOIHBIMH JIBEPbMHU C 3aMKaMH,
obecrnieuynBaeTcs HOCTOSIHHOE 3aKPBITHE

JBEpEU NMOMEIIEHNI Ha 3aMOK U UX OTKPBITHE
TOJIBKO Il CAHKLIIMOHUPOBAHHOIO MPOX0/1a

6. Bo3aMoXHOCTE
BO3JIEMCTBOBATH Ha

HeaxryansHo

[IpoBoasaTcst paboTHI MO MOAOOPY
niepcoHala;




arrapaTHbiC KOMIIOHCHTBI MMOMCIICHUS, B KOTOPBIX paCIIoJIararoTcCAa

CK31U u Co, CK3U u C®, ocHaICHBI BXOHBIMH
OTpaHMYEHHAsi MEpaMU, JIBEPbMU C 3aMKaMHU, 00eCIIeYnBaeTCs
peain30BaHHBIMU B IIOCTOSIHHOE 3aKpbITHE JIBEpPEI
MH(POPMAIMOHHOM IIOMELICHUH Ha 3aMOK U UX OTKpPBITHE
CUCTEME, B KOTOPOM TOJIBKO U1 CAHKLIMOHUPOBAHHOTO
ucnousszyercst CK3U, u IPOX0/J1a; MPEJACTABUTENN TEXHUUECKUX,
HaIpaBJICHHBIMU Ha 00CITyKUBAIOLIUX U JPYTUX
MpeA0TBpAILIEHUE U BCIIOMOTATEJIBHBIX CITYK0 mipu padoTe B
IIpeceYeHne HOMEILEHUsAX (CTOMKAX), rae
HECAaHKI[MOHUPOBAHHBIX pacnoJioxensl komrnoHeHTsl CK3U u CO,
NENCTBUN U COTPYIHUKHU, HE SABIIAIOIUECS

noJyib3oBaTelamu CK3U, HaxomdaTcsa B 3THX
MOMEMIEHUSAX TOJIHKO B IPUCYTCTBUH
COTPY/JHHMKOB IO IKCIUTyaTalluu

7. Bo3aMOXHOCTB Heakryansno | He ocymiectBisiercs 00paboTka cBeJleHUH,
pacrnosnaratb COCTABIISIOIIUX FOCYAAPCTBEHHYIO
CBCACHUAMU, Taifmy, a TaKXX€ NHbIX CBG)IGHI/If/i, KOTOPBIC
COJACPpKAIMUMHCA B MOTYT IIPEACTABIIATL HHTCPEC 1A
KOHCTPYKTOPCKOH peanu3aii BO3MOKHOCTH

JOKYMEHTAIUU Ha
anmnapaTrHsle U

MPOrpaMMHEIE

KOMIIOHEHTHI CD

8. Bo3moxHOCTB Heaxryanbno He ocymectBnsiercs 06paboTka CBEACHMIA,

BO3JICHICTBOBATH Ha JHOObIE COCTaBIIAIOLINX IOCYJaAPCTBEHHYIO TaliHY, a

kommoHeHThl CK3U u CD TAKX€ WHBIX CBEICHUH, KOTOPBIE MOTYT
MPEJICTaBIISITh MHTEPEC [Tl pealn3aliu
BO3MOYKHOCTH

4. OnpenejieHue aKTyaJbHBIX YTPO3 0€30IaCHOCTH NEPCOHAIbHBIX JAHHBIX
B HH()OPMAIHOHHBIX CHCTEMAaX NMEePCOHAJbHBIX JAHHBIX.

4.1. Ha ocHOBe mpoBeIeHHOrOo aHaiau3a OaHKa JAHHBIX Yrpo3 0OE€30MacHOCTH
uHpopmarmu  (Www.bdu.fstec.ru) ¢ yu€toM  CTPYKTypHO-(PYHKIIHOHAIBHBIX
xapakrepuctuk TunoBeix MC, a Takke HpuUMEHSEMBIX B HUX HH(OPMALMOHHBIX
TEXHOJIOTUl U ocobeHHocTel (pyHkunoHupoBanusi, B UC opraHoB BIacTu MOTYT ObITb
aKkTyaJIbHBI cienyrouiue yrpo3sl 6ezonacnoctu UCII/H:

YBU.3 Yrpo3a ananusza KpUnTorpapuueckux alropuTMOB U UX peau3alluy;

YBU.4 Yrposa annapatHoro copoca napo:is BIOS;

YBU.6 Yrpo3a BHEIpEHUS KOJIa U TAHHBIX;

YBN.7 Yrposa Bo3aerCTBUA Ha IPOTPAMMBI C BBICOKUMH IIPUBWIETUSIMU;

YBU.8 Yrpo3a BoccTaHOBNIEHUS ayTEHTU(PUKALIMOHHON HHPOpMaLIUK;

YBIN.9 Yrposa BoccTaHOBIIEHHS IpeabIAyILei ya3Bumoit Bepcuu BIOS;

VYBU.12  VYrpoza  JOeCTpyKTHUBHOIO  W3MEHEHHUS  KOHQUTypaluu/cpeabl
OKPYKEHHS IIPOrpamMM;

YBU.13  Vrpo3a [OeCTpyKTHBHOTO HCHOJIb30BAaHUSA  JACKIAPUPOBAHHOTO
¢ynkuuonana BIOS;

YBU.14 VYrpo3a AmuTenbHOro yaepKaHusl BBIYUCIUTENBHBIX PECYPCOB

MOJIb30BATEISIMU;




YBU.15 VYrpo3a npoctynma K 3amumaeMbiM ¢aijiaM C  HCIOJIb30BaHUEM
00XO0JTHOTO MYTH;

YBU.16 Yrpo3a nmocTyma K JokanbHBIM (paitnam cepsepa mpu nomoriun URL;

YBU.17 Yrpo3za nocryna/mepexsara/usmenenus HTTP cookies;

YBU.18 Yrpo3za 3arpy3ku HEMITATHOW OMEPAIMOHHON CUCTEMBI;

YBU.19 Vrpo3za 3apaxenuss DNS-keia;

YBU.22 Yrpo3a u30bITOYHOTO BEIACICHUS ONIEPATUBHON MAMSATH;

YBU.23 Yrpo3a u3aMeHeHnss KOMIOHEHTOB CUCTEMBI;

YBUN.26 Yrpoza uckaxxenuss XML-cxeMbl;

YBU.27 VYrpo3a HuCKaXeHHS BBOJAMMOW W BBIBOJMMON Ha mepudepuiiHbe
yCTpoiicTBa MH(GOPMAIIHH;

YBI.28 Yrpo3a ucnosib30BaHus albTEPHATUBHBIX MYTEH TOCTyNa K pecypcam;

YBI.30 Yrpo3a  ucnoiab30BaHUs uH(bOpMATIIH uacHTHUKaIUN/
ayTeHTU(UKAIMH, 3aJaHHOU 110 YMOJIYAHUIO;

YBU.31 Yrpo3a ucnonab30BaHUs MEXaHU3MOB aBTOPHU3AMHU ISl OBBIIICHUS
IIPUBUIIETHI;

YBU.32 Yrpo3sa ucnonb3oBaHus NOoAaeabHbIX UG POBLIX noanuceir BIOS;

YBU.33 Vrposa wucnonb3oBaHusi cJ1abOCTe KOJUPOBAHUS BXOJHBIX
JAHHBIX;

YBbU.34 Vrpo3a wucnonb3oBaHusi ci1aboCTEe MPOTOKOJIIOB  CETEBOIo/
JIOKaJIbHOTO OOMEHa JaHHBIMH;

YBU.36 Yrposa uccieoBaHus MEXaHU3MOB PabOTHI IPOTrPaMMBI;

YBU.37 Yrposa uccinenoBaHus MpUIOKEHUsS Yepe3 OTUETHI 00 OITHOKAX;

YBU.39 VYrpo3a wucuepnaHus 3amaca KJIOuYeld, HEOOXOIMMBIX IS
oonosienus BIOS;

YBU.41 Yrpo3a MeKcalTOBOTO CKPUIITUHI A,

YBUN.42 Yrpo3a MeXCaluTOBOM MOAACIKU 3aIpoca;

YBU.45 Yrpo3a HapyuieHus n30asuun cpenbl ucnoinHenus BIOS;

YBU.49 Yrposa HapyleHUs HETOCTHOCTH JAHHBIX KEIlla;

YBU.51 VYrpoza HEBO3MOXKHOCTH BOCCTAaHOBJICHHMSI CECCUU paldOThl Ha
II9BM nipu BeIBOJIE U3 MTPOMEKYTOUHBIX COCTOSTHUM MTUTAHUS,

YBU.53 VYrpo3a HEBO3MOXXHOCTH YIPABICHHS IpaBaMU IOJIb30BaTENei
BIOS;

VYBU.59 VYrpo3za HEKOHTPOJIMPYEMOrO pOCTa 4YHUCIa 3ape3epBHPOBAHHBIX
BBIUHCIIUTENBHBIX PECYPCOB;

YBU.62 VYrpo3a HEKOPPEKTHOTO HCIOJIb30BAHUS MPO3PAYHOTO IPOKCHU-
cepBepa 3a cuéT MIarmHoB Opaysepa;

YBU.63  VYrpoza  HEKOPPEKTHOTO  HCHOJb30BaHUA  (DYHKIIHOHAJA
MIPOrPaMMHOTO O0ECTIeYCHUS;

YbN.67 VYrpo3za HEnmpaBOMEpHOIO O3HAKOMJIEHHS C  3allHIIAEMOM
uHbopMarmei;

VYBU.68  VYrpo3za  HenmpaBOMEPHOTO/HEKOPPEKTHOTO  HCIOJb30BaHUS
uHTepdeiica B3auMOAEHCTBYS C TPUIIOKEHHUEM;

YBU.69 Yrpo3a HEnmpaBOMEPHBIX I€MCTBUM B KaHAIaX CBA3U;



YBU.71 VYrpo3za HECaHKIIMOHMPOBAHHOIO BOCCTAaHOBIICHUSA YyAAIEHHON
3alMIaeMO HHpOpMaLnK;

YBU.72 VYrpo3a HECaHKIIMOHUPOBAHHOTO BBIKIIOYEHHUS] WM 00Xoja
MEXaHu3Ma 3aluThl oT 3anucu B BIOS;

YBU.74 Yrpo3a HECaHKIIMOHUPOBAHHOTO JOCTYIA K ayTeHTU()HUKAIMOHHOU

uH(popmMaImy;

YBU.86 Yrpo3a HECAHKIIMOHUPOBAHHOTO U3MEHEHUS ayTeHTU(DUKATUOHHON
uH(popMaImy;

YBN.87 Yrpo3za HECAHKIIMOHUPOBAHHOTO WCTIOJIb30BAHUS

npuBmiierupoBanHbix ¢pyHkuuii BIOS;

YBU.88 VYrpo3a HECaHKUMOHUPOBAHHOTO KOMUPOBAHMS 3alIUIIAEMOM
uHpoOpMaIny;

YBU.89 Yrpo3a HECAaHKIMOHUPOBAHHOTO PETAKTUPOBAHUS PEECTPA;

YBN.90 Vrpo3a HECAHKIIMOHMPOBAHHOTO CO3JaHMSI Y4YETHOW 3alKCHU
N0JIb30BATEIIS;

YBU.91 Vrpoza HECaHKUIMOHUPOBAHHOTO  YyJIAJCHUS  3allUIIaeMOM
uHpOpMaIIH;

YBU.93 Yrposa HeCaHKIIMOHUPOBAHHOTO YIIpaBlieHUs: Oypepom;

YBN.94 Yrpo3za HECaHKUMOHUPOBAHHOI'O YNPABJIEHUS CUHXPOHHU3ALMEU U
COCTOSIHUEM;

YBUN.95 Yrpo3a HECaHKIIMOHUPOBAHHOTO yYIIPABICHUS YKa3aTeIsIMU;

YBU.98 VYrpoza oOHapy>KeHUsI OTKPBITBIX IOPTOB W HWIASHTU(PUKAIIUU
NPUBSI3aHHBIX K HEMY CETEBBIX CIYKO;

YBU.99 Yrposa o6HapyKEeHHs XOCTOB;

YBU.100 VYrpoza o0xoma HEKOPPEKTHO HACTPOEHHBIX MEXaHU3MOB
ayTeHTU(UKALINH;

YBU.102 Yrpo3a onocpeaoBaHHOTO yIpaBJICHHs TPYHION MNporpamMm 4epes
COBMECTHO HCIIOJIb3yEMbIE IAHHBIE;

YBU.103 Yrposza onpeneneHus TUIIOB 00bEKTOB 3aIUTHI;

YBU.104 Yrpo3za onpeneneHus TONOJIOTUH BRIUUCIUTEIBHON CETH;

YBU.107 Yrpo3a oTKIIOYEHUS] KOHTPOJIbHBIX JATYMKOB;

YBU.109 Yrpoza nepedbopa Bcex HACTPOEK U MapaMeTPOB NPHUIIOKEHNUS;

VYBU. 111 Yrpo3a nepenaun JaHHBIX MO CKPHITHIM KaHaJaM;

VYBU.113 Vrpos3a nepe3arpy3ku anmapaTHbIX M MPOTPaMMHO-annapaTHbIX
CPEACTB BBIYMCIUTEIBHON TEXHUKH;

YBU. 114 Yrpo3a nepenosHeHUs LEJIOUYHUCIEHHBIX TIEPEMEHHBIX;

YBU. 115 Yrpo3a nepexBara BBOJUMON W BBIBOJAUMOW Ha TmepudepuitHbie
yCcTpoicTBa nHMOPMAITIH;

YBU. 116 Yrposa nepexsata JaHHBIX, IEPEAABAEMBIX 110 BBIYUCIUTEIBHOM
CeTH;

YBU. 117 Yrpo3sa nepexpaTta MpUBUIETUPOBAHHOTO MOTOKA;

YBU. 118 Yrpo3sa nepexpata NpuBUIETMPOBAHHOTO MPOLIECCa;

YBU.121 Yrpo3a noBpexaeHus CUCTEMHOTO PEECTpa;

YBU.122 Yrpo3a noBsllIeHUsT IPUBUIICTHN;

VYBU. 123 Yrpoza nondopa napomus BIOS;



YBU. 124 Yrpo3a noaaenku 3amnuceil xxypHalia perucTpaiui COObITUH;

YBU. 127 Yrpo3a nogmMeHsbl JeHCTBUS MOIB30BATENS MyTEM 0OMaHa;

YBU.128 Yrpo3a mnogMeHbl JOBEPEHHOTO TOIb30BATENS;

YBUM.129 VYrpo3a noamMeHbl pe3epBHOI KOMUHU MPOrPaMMHOI0 oOecreueHus
BIOS;

YBU.130 Yrpo3a noaMeHbl COAEPKUMOTO CETEBBIX PECYPCOB;

YBU.131 Yrpo3a noaMeHbl CyObEKTa CETEBOTO JIOCTYTIA;

YBU.132 VYrpos3a nonydyeHus mpeaBapuTeabHO MHPopManuu o0 oObeKTe
3aIUTHL;

YBU.139 Yrpo3za npeooneHus: pu3nueckoi 3aiuThl;

YBU.140 VYrpoza mnpuBeneHus CHUCTEMbI B COCTOSIHHE '"OTKa3 B
oOcny>KuBaHUM'";

YBU.143 VYrpo3a nporpaMMHOrO BBIBEAEHHSI U3 CTPOS CPEIACTB XpaHECHMS,
00paboTKH U (WJIM) BBOJA/BBIBOIa/TIepeaul HHPOPMALIUK;

YBU. 144 Yrpoza nporpammuoro copoca napoiis BIOS;

YBU.145 VYrpo3za mnpomycka TMPOBEPKH LEIOCTHOCTA MPOTPAMMHOIO
0o0ecCIeUCHHS;

YBU.149 VYrpoza c6ost 00pabOTKH cCHeUagibHbBIM 00pa3oM H3MEHEHHBIX
¢baiinos;

YBU.152 Yrposza yaanenus ayreHTU(GUKATMOHHON HH(pOpMaIuu;

YBU.153 Vrpo3a ycuieHus BO3ACHCTBUS Ha BBIYMCIMTEIBHBIE PECYpPCHI
[0JI30BAaTEJEN MPU MTOMOIIY CTOPOHHUX CEPBEPOB;

YBU.154 Yrpo3a yCcTaHOBKH YSA3BHUMBIX BEPCHIl OOHOBJICHUS TTPOTPAMMHOTO
obecmeuenns BIOS;

YBU.155 VYrpos3a yTparbl BBIYMCIUTENIBHBIX pecypcoB; YBU.156 VYrpoza
yTpaThl HOCUTENEH HHPOpMAIINH;

YBU.157 VYrpo3a ¢usuveckoro BBIBEACHHS U3 CTPOS CPEACTB XPaHECHWS,
00paboTKu U (UTK) BBOJIa/BRIBOAA/TIepeaun HH(OPMAIINH;

YBU.158 Yrposza popmaTupoBanust Hocutenen nHopmaiuy;

YBU.159 Yrposa "dopcupoBanHoro Be6-0pay3unra';

YBU.160 VYrpo3a xumieHus CpeAcTB XpaHEeHHs, o0paboTku u (WiIH)
BBOJIa/BBIBOIa/TIEpeiaunl HHPOPMAIIHH;

YBU.162 Yrpo3za skcrutyaTanuu UG poBOid MOAMUCH TPOTPAMMHOTO KOJIa;

YBU.163 Yrposa nepexpara HCKITIOYCHUS/CUTHATA U3 IPUBUIETHPOBAHHOTO
6110ka PyHKIIMIA;

YBbU.167  VYrpo3a  3apaxxeHuss  KOMIBIOTEpPA  NPU  MNOCEUICHHU
HeOaroHaaéKHbIX CAMTOB;

YBU.168 Yrpoza "kpaxu" yd€THOI 3aucu JOCTYIA K CETEBBIM CEpBHUCAM;

YBU.170 Yrpo3a HenpaBoMepHOro mudpoBanus HHPOpMaIUK;

YBU.171 Yrpo3a CKpBITHOIO BKIIFOYEHHS] BBIYMCIUTEIBHOTO YCTPOMCTBA B
coCTaB OOT-CETH;

YBU.172 Yrpo3sa pacnpocTpaHeHus "TIOYTOBBIX YEPBEM';

YBU.173 Yrpo3za "crama" BeO-cepBepa;

YBU.174 Yrpo3za "papmunra';

YBU.175 Yrpo3za "umunra";



YBU.176 VYrpo3za HapylmieHUsI TEXHOJOTMYECKOTro/TPOU3BOICTBEHHOTO
mpolecca U3-3a BpEMEHHBIX 33]IePKEK, BHOCUMBIX CPEJICTBOM 3aIlIUTHI;

YBU.177 VYrpo3a HENOATBEPKAEHHOTO BBOJA JAaHHBIX OIEPATOPOM B
CUCTEMY, CBSI3aHHYIO C 0€30MaCHOCTBIO;

YBU.178 VYrpo3za HECaHKIMOHUPOBAHHOTI'O MCIIOJIB30BAaHMUS CUCTEMHBIX U
CETEBBIX YTHUJINT;

YBU.179 VYrpo3a HECaHKIIMOHUPOBAHHONW MOJU(PUKAIIMU 3alUIaeMOn

uH(popMaImy;

YBM.180 VYrpo3a oTka3a mNOACUCTEMBI OOECIEUEHUsI TEMIEPATypHOTO
pexuMa;

YBU.181 VYrposa nepexBaTa OJHOPA30BBIX MApOJIEl B PEKUME PEATBHOTO
BPEMEHU;

YBU.182 Yrpo3za pusndyeckoro ycrapeBaHus anmnapaTHbIX KOMIOHEHTOB;

VYBU.183 VYrpos3a mepexBara ymnpaBjieHUSI aBTOMATU3UPOBAHHON CHUCTEMOM
yIpaBJICHUS TEXHOJIOTUYECKUMU MPOIECCAMU;

VYBU.185 VYrpoza HECaHKIIMOHMPOBAHHOIO H3MEHEHUS I[apaMETpPOB
HACTPOMKHU CPEJICTB 3alTUThl HHGOPMAIIUH;

YBU.186 Yrpo3a BHeIpeHUs BPEAOHOCHOIO KOAA Yepe3 peKiIaMy, CEPBUCHI
U KOHTEHT;

VYBU.187 VYrpo3a HECAaHKIMOHMPOBAHHOTO BO3JICHCTBUS HAa CPEIACTBO
3alUThl HTHPOPMALIUK;

YBU.189 VYrpoza MmackupoBaHusi AEHCTBUNA BPEJOHOCHOTO KO/Ia;

YBU.190 VYrpo3za BHeIpeHHs BPEIOHOCHOTO KOJa 3a CYET IOCEIICHUs
3apa)KEHHBIX CaTOB B ceTH VHTEpHET;

YBU.191 Vrpo3a BHeapeHHs BpPEIOHOCHOTO KOJa B JUCTPUOYTHUB
IIPOTrPaMMHOT0 O0ECIICUCHHS;

YBU.192 Vrpo3za wucHONb30BaHUS YA3BHUMBIX BEpCUA MPOTPAMMHOTO
oOecIieueHusI;

YBU.193 VYrposza yreukn uHGOpMalUu 3a cUeT IPUMEHEHHUS BPEIOHOCHBIM
IPOrpaMMHBIM 00ECIIEUeHUEM aJITOPUTMOB IU(poBaHUs Tpaduka;

YBU.197 VYrpoza xwuimeHus ayTreHTU(DUKAIMOHHOW WHPOpMAIIMKA U3
BpeMEHHBIX (aityioB cookie;

YBU.198 VYrpo3a CKpbITHOW perucTpalud BpPEJOHOCHOM MPOrpaMMHOMN
YYETHBIX 3alUCel aIMUHUCTPATOPOB;

YBN.201 VYrpo3a yTeuku MoJIb30BAaTEIbCKUX JaHHBIX MPU HCIOIb30BaHUU
(GYHKIIMH aBTOMATHYECKOTO 3aMOHEHHS ayTeHTU(OHUKAIMOHHOW WH(OpManuu B
Opay3epe;

YBU.203 VYrpoza yreukdn HHPOpPMALUMUA C HE MOJKIIOUYEHHBIX K CETHU
HNHTEpHET KOMITBIOTEPOB;

YbN.204 VYrpo3za HECaHKIIMOHUPOBAHHOIO HW3MEHEHHS BPEAOHOCHOM
MporpaMMoOi  3HAYEHUW  MApaMETPOB  NPOrPaMMHUPYEMBIX  JIOTHUECKUX
KOHTPOJLJIEPOB;

YBU.205 VYrpo3za HapyuieHuss padOTbl KOMIbIOTEpa U OJOKUPOBAHUS
JOCTYNa K €ro JaHHBIM H3-3a HEKOPPEKTHOW pabOThl yCTAHOBJIEHHBIX HAa HEM
CPE/ICTB 3aILUTHI.



4.2. Yrpozamu 06€30MacHOCTU MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe ¢
ucnons3oBanueM CK3U sBnstoTcs:

4.2.1. cozmaHue cmoco0OB, TOATOTOBKA M TMPOBEJACHUE arak 0e3
MIPUBJICYEHUS CTIEIUATUCTOB B 001acTH pa3paboTku u ananuza CK3U;

4.2.2. co3nanue cnoco0oB, MOJATOTOBKA M MPOBEJEHUE aTaK Ha Pa3IMYHBIX
sramax xku3HeHHoro 1wkina CK3M. K »rtamam xuznenHoro unukia CK3U
OTHOCSTCS: pa3paboTka (MOAEpHU3AIMS) YKa3aHHBIX CPEACTB, UX MPOU3BOJCTBO,
XpaHeHUue, TPAHCIIOPTUPOBKA, BBOJI B IKCIUTyaTalio (MyCKOHAIaA0uHbIEe pabOThI),
IKCIUTyaTallus;

4.2.3. mpoBeAcHUE aTaku, HAXOIsSICh BHE NPOCTPAHCTBA, B INIpeaeiax
KOTOPOT'0 OCYIIECTBIISIETCS KOHTPOJb 3a MPEeObIBAHUEM U JICUCTBUSMHU JIUIL U (WJIN )
TPAHCMIOPTHBIX  CPEACTB  (Jajmee - KOHTpoiupyemas 30Ha). ['panunei
KOHTPOJIUPYEMON 30HBI MOXET OBITh: TEPUMETP OXPaHIEMON TEPPUTOPUU
OpraHU3aIliy, OTPaXJAIONIUE KOHCTPYKIIMU OXPaHSEMOTro 3/JaHUs, OXpaHsIeMOUN
YaCTH 3/IaHMS, BBIJICJICHHOTO TTIOMEIICHUS;

4.2.4. npoBesieHNEe Ha dTanax pa3padoTKu (MOJACPHHU3AIINH), TTPOU3BOCTBA,
xpanenus, TpaHcnoptupoBkn CK3W wu stame BBoga B skcmyatauuio CK3U
(myckoHana0uHbIe PabOThI) CICAYIOMNX aTaK:

BHECCHHE HECAaHKIIMOHUpOBaHHbIX wu3MeHeHudd B CK3U wu (unu) B
KOMITOHEHTBI aIllllapaTHBIX M MPOTPAMMHBIX CPEICTB, COBMECTHO C KOTOPBIMHU
mratHo QyHkuoHupyoT CK3M, B COBOKYNHOCTH MpEACTABISAIONIUE CpPELy
¢ynkimonuposanust CK3U, koTopble cmocoOHBI TMOBIUATH Ha BBITIOJIHEHHE
npenbsBisiemMbix Kk CK3UW TpeboBaHuii, B TOM 4YHCIE€ C HCIOIB30BAHUEM
BPEJOHOCHBIX ITPOTpaMM;

4.2.5. npoBeaeHue aTak Ha dTane skciuryatanuu CK3U na:

NIEPCOHAJIbHBIE JaHHBIE;

KITIOUEBYI0, ayTCHTUDHUITUPYIOITYIO U TTaposibHyI0 nHpopmarmio CK3U;

nporpammMmublie kKomnoHeHTsl CK3U; annapatusie komnonenTsl CK3H;

nporpaMMmHble  KoMroHeHThl C®, BKIIOYas MNporpaMMHOE oOecreueHue
BIOS;

amnmnapaTHble KOMIOHEHTbI CD;

JaHHBIE, TIepeJaBacMble 0 KaHaJIaM CBSI3U;

4.2.6. mony4yeHHEe W3 HAXOASIIMXCA B CBOOOJHOM JOCTYIE HCTOYHUKOB
(BriTROYast UH(POPMAITMOHHO-TETIEKOMMYHUKAIIMOHHBIE CETH, JOCTYI K KOTOPBIM HE
OTPaHWYEH OIpPEACIICHHBIM KpPyroM JHIl, B TOM 4Yuclie HWH(OOPMAIMOHHO-
TEJICKOMMYHHKAIMOHHYI0 ceTh "MuTepuer") mudopmamuu o6 MC, B koTopoi
ucnonb3yetcst CK3U. [Ipu 3ToM MOKeT ObITh OTy4eHA cleAytomas nHpopMaIus:

obmue ceeaenusi o6 UC, B koropoi ucnomp3yercss CK3U (Ha3Hadenwme,
COCTaB, onepaTop, 00bEKThI, B KOTOPBIX pa3MelieHbl pecypcsl MC);

cBeJlcHHS 00 WMH(OPMAIMOHHBIX TEXHOJOTHsAX, 0azax maHHbBIX, AC, TIO,
ucnons3dyeMbix B HMC coBmectHo ¢ CK3HM, 3a HCKIIOYEHHEM CBEJCHUH,
COJIEPKAIUXCSL TOJIBKO B KOHCTPYKTOPCKOW JOKYMEHTAIMU Ha WH()OPMALIMOHHbIE
TexHojoruu, 6a3el gaHubix, AC, I10, ucnonszyemsie B IC coBmectHo ¢ CK3U;

CoJIep’)KaHMe HaXOJdIlecss B CBOOOJHOM JOCTYINE JIOKYMEHTallMd Ha
arnmaparseie ¥ nporpammMmubie KOMoHeHTl CK3U u CO;



oO1ue cBeJeHus O 3aluiaeMoi nHpopMal, UCIOIb3YEMOM B IpoLecce
skcruryatauuu CK3U;

CBEJICHMS O KaHAJIAX CBSI3H, MO0 KOTOPBIM Iepenarorcs 3amuinaembie CK3U
NepcoHaIbHbIE JaHHBIC (J1aliee - KaHaJ CBS3H);

4.2.7. TpUMEHEHUE HaXOASAWMXCA B  CBOOOJHOM  JOCTYIE WM
WCMOJIB3YEMBIX 3a Tmpeaenamu KoHTtpohaupyemor 30Hbl AC u 110, Bkimtouas
anmapaTHble U nporpaMmMHble KoMnoHeHTb CK3U u C;

4.2.8. moJlydeHHE B pamMKax NPEAOCTABJIECHHBIX IMOJHOMOYHM, a TaKXke B
pe3yabTaTe HabMoICHUH clieayrolie nHhopMaluu:

CBEJICHUHN O (pU3MYECKUX Mepax 3allUThl 0OBEKTOB, B KOTOPBIX pa3MeEIIeHbI
pecypcel UC;

CBEJICHUN O Mepax Mo OO0ECHeYEeHHIO0 KOHTPOJIMPYEMOM 30HBI OOBEKTOB, B
KOTOPBIX pazMelleHsl pecypesl C;

CBEJICHUN O Mepax MO pa3rpaHUYECHHIO JIOCTyNa B MOMELIEHHUS, B KOTOPBIX
Haxoaarcst CBT, Ha kotopsix peann3oBanbl CK3U u CO;

4.2.9. wWcnonp30BaHME IITAaTHBIX CPEACTB, OrPAHUYEHHOE MEpaMu,
peamuzoBanHbiMu B MC, B kotopoit ucnons3yercas CK3U, u HanpaBneHHBIMH Ha
NpEeIOTBPAIlEHHUE U MTPECCUCHNE HECAHKIIMOHUPOBAHHBIX JIUCTBHIA.



